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which may include a classified annex, to the
appropriate congressional committees that
describes the political influence operations
of the Government of the People’s Republic
of China and the Chinese Communist Party
affecting the United States and select allies
and partners, including the United Kingdom,
Canada, Australia, New Zealand, Taiwan,
and Japan, including efforts—

(1) to exert influence over United States
governmental or nongovernmental institu-
tions or individuals, or government officials
among United States allies and partners;

(2) to coerce or threaten United States citi-
zens or legal permanent residents or their
families and associates living in China or
elsewhere;

(3) to undermine democratic institutions
and the freedoms of speech, expression, the
press, association, assembly, religion, or aca-
demic thought;

(4) to otherwise suppress information in
public fora, in the United States and abroad;
or

(5) to develop or obtain property, facilities,
infrastructure, business entities, or other as-
sets for use in facilitating the activities de-
scribed in paragraphs (1) through (4).

(b) CONTENTS.—The report required under
subsection (a) shall include recommenda-
tions for the President and Congress relating
to—

(1) the need for additional resources or au-
thorities to counter political influence oper-
ations in the United States directed by the
Government of the People’s Republic of
China and the Chinese Communist Party, in-
cluding operations carried out in concert
with allies;

(2) whether a permanent office to monitor
and respond to political influence operations
of the Government of the People’s Republic
of China and the Chinese Communist Party
should be established within the Department
of State or within the Office of the Director
of National Intelligence; and

(3) whether regular public reports on the
political influence operations of the Govern-
ment of the People’s Republic of China and
the Chinese Communist Party are needed to
inform Congress and the American people of
the scale and scope of such operations.

SA 4367. Mr. RUBIO submitted an
amendment intended to be proposed to
amendment SA 3867 submitted by Mr.
REED and intended to be proposed to
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of
Defense, for military construction, and
for defense activities of the Depart-
ment of Energy, to prescribe military
personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end of subtitle E of title XII, add
the following:

SEC. 1253. IMPOSITION OF SANCTIONS WITH RE-
SPECT TO ESTABLISHMENT OR
MAINTENANCE OF MILITARY IN-
STALLATIONS OF PEOPLE’S LIBERA-
TION ARMY.

(a) IN GENERAL.—The President shall im-
pose the sanctions described in subsection (b)
with respect to each foreign person that the
President determines facilitates the estab-
lishment or maintenance of a military in-
stallation of the People’s Liberation Army
outside of the People’s Republic of China.

(b) SANCTIONS DESCRIBED.—The sanctions
to be imposed under subsection (a) with re-
spect to a foreign person described in that
subsection are the following:

(1) ASSET BLOCKING.—The President shall
exercise all of the powers granted to the
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President under the International Emer-
gency Economic Powers Act (50 U.S.C. 1701
et seq.) to the extent necessary to block and
prohibit all transactions in property and in-
terests in property of the foreign person if
such property and interests in property are
in the United States, come within the United
States, or are or come within the possession
or control of a United States person.

(2) INELIGIBILITY FOR VISAS, ADMISSION, OR
PAROLE.—

(A) VISAS, ADMISSION, OR PAROLE.—An alien
described in subsection (a) is—

(i) inadmissible to the United States;

(ii) ineligible to receive a visa or other doc-
umentation to enter the United States; and

(iii) otherwise ineligible to be admitted or
paroled into the United States or to receive
any other benefit under the Immigration and
Nationality Act (8 U.S.C. 1101 et seq.).

(B) CURRENT VISAS REVOKED.—

(i) IN GENERAL.—AnN alien described in sub-
section (a) is subject to revocation of any
visa or other entry documentation regardless
of when the visa or other entry documenta-
tion is or was issued.

(ii) IMMEDIATE EFFECT.—A
under clause (i) shall—

(I) take effect immediately; and

(IT) automatically cancel any other valid
visa or entry documentation that is in the
alien’s possession.

(¢) IMPLEMENTATION; PENALTIES.—

(1) IMPLEMENTATION.—The President may
exercise the authorities provided to the
President under sections 203 and 205 of the
International Emergency Economic Powers
Act (50 U.S.C. 1702 and 1704) to the extent
necessary to carry out this section.

(2) PENALTIES.—A person that violates, at-
tempts to violate, conspires to violate, or
causes a violation of subsection (b)(1) or any
regulation, license, or order issued to carry
out that subsection shall be subject to the
penalties set forth in subsections (b) and (c)
of section 206 of the International Emer-
gency Economic Powers Act (60 U.S.C. 1705)
to the same extent as a person that commits
an unlawful act described in subsection (a) of
that section.

(d) EXCEPTIONS.—

(1) EXCEPTION FOR INTELLIGENCE ACTIVI-
TIES.—Sanctions under this section shall not
apply to any activity subject to the report-
ing requirements under title V of the Na-
tional Security Act of 1947 (50 U.S.C. 3091 et
seq.) or any authorized intelligence activi-
ties of the United States.

(2) EXCEPTION TO COMPLY WITH INTER-
NATIONAL OBLIGATIONS AND FOR LAW ENFORCE-
MENT ACTIVITIES.—Sanctions under sub-
section (b)(2) shall not apply with respect to
an alien if admitting or paroling the alien
into the United States is necessary—

(A) to permit the United States to comply
with the Agreement regarding the Head-
quarters of the United Nations, signed at
Lake Success June 26, 1947, and entered into
force November 21, 1947, between the United
Nations and the United States, or other ap-
plicable international obligations; or

(B) to carry out or assist law enforcement
activity in the United States.

(3) EXCEPTION RELATING TO IMPORTATION OF
GOODS.—

(A) IN GENERAL.—The authorities and re-
quirements to impose sanctions authorized
under this section shall not include the au-
thority or a requirement to impose sanctions
on the importation of goods.

(B) GOOD DEFINED.—In this paragraph, the
term ‘‘good’” means any article, natural or
manmade substance, material, supply, or
manufactured product, including inspection
and test equipment, and excluding technical
data.

(e) DEFINITIONS.—In this section:

revocation
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(1) ADMISSION; ADMITTED; ALIEN.—The
terms ‘‘admission’, ‘“‘admitted’’, and ‘‘alien”
have the meanings given those terms in sec-
tion 101 of the Immigration and Nationality
Act (8 U.S.C. 1101).

(2) FOREIGN PERSON.—The term ‘‘foreign
person’’ means any person that is not a
United States person.

(3) UNITED STATES PERSON.—The
“United States person’ means—

(A) an individual who is a United States
citizen or an alien lawfully admitted for per-
manent residence to the United States;

(B) an entity organized under the laws of
the United States or any jurisdiction within
the United States, including a foreign branch
of such an entity; or

(C) any person in the United States.

SA 4368. Mr. RUBIO (for himself,
Mrs. FEINSTEIN, and Mr. BLUNT) sub-
mitted an amendment intended to be
proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be
proposed to the bill H.R. 4350, to au-
thorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes;
which was ordered to lie on the table;
as follows:

At the appropriate place, insert the fol-
lowing:
SEC.

term

SANCTIONING
RANSOMWARE.

(a) CYBERSECURITY STANDARDS FOR CRIT-
ICAL INFRASTRUCTURE.—

(1) IN GENERAL.—Title XXII of the Home-
land Security Act of 2002 (6 U.S.C. 651 et seq.)
is amended by adding at the end the fol-
lowing:

“Subtitle C—Cybersecurity Standards for

Critical Infrastructure
“SEC. 2231. DEFINITION OF CRITICAL INFRA-
STRUCTURE ENTITY.

“In this subtitle, the term ‘critical infra-
structure entity’ means an owner or oper-
ator of critical infrastructure.

“SEC. 2232 CYBERSECURITY STANDARDS.

‘“(a) IN GENERAL.—The Secretary, in con-
sultation with the Director of the Cybersecu-
rity and Infrastructure Security Agency,
shall develop and promulgate mandatory cy-
bersecurity standards for critical infrastruc-
ture entities.

““(b) HARMONIZATION AND INCORPORATION.—
In developing the cybersecurity standards re-
quired under subsection (a), the Secretary
shall—

‘(1) to the greatest extent practicable, en-
sure the cybersecurity standards are con-
sistent with Federal regulations existing as
of the date on enactment of this section; and

‘(2) in coordination with the Director of
the National Institute of Standards and
Technology, ensure that the cybersecurity
standards incorporate, to the greatest extent
practicable, the standards developed with fa-
cilitation and support from the Director of
the National Institute of Standards and
Technology under section 2(c)(15) of the Na-
tional Institute of Standards and Technology
Act (15 U.S.C. 272(¢c)(15)).

‘“(c) COMPLIANCE ASSESSMENT.—Not less
frequently than annually, the Secretary, in
coordination with the heads of Sector Risk
Management Agencies, shall assess the com-
pliance of each critical infrastructure entity
with the cybersecurity standards developed
under subsection (a).”.

(2) TECHNICAL AND CONFORMING AMEND-
MENT.—The table of contents in section 1(b)
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of the Homeland Security Act of 2002 (Public
Law 107-296; 116 Stat. 2135) is amended by
adding at the end the following:

‘“‘Subtitle C—Cybersecurity Standards for

Critical Infrastructure
““‘Sec. 2231. Definition of critical infrastruc-
ture entity.
“Sec. 2232. Cybersecurity standards.”.

(b) REGULATION OF CRYPTOCURRENCY EX-
CHANGES.—

(1) SECRETARY OF THE TREASURY.—Not later
than 180 days after the date of enactment of
this Act, the Secretary of the Treasury
shall—

(A) develop and institute regulatory re-
quirements for cryptocurrency exchanges op-
erating within the United States to reduce
the anonymity of users and accounts sus-
pected of ransomware activity and make
records available to the Federal Government
in connection with ransomware incidents;
and

(B) submit to Congress a report with any
recommendations that may be necessary re-
garding cryptocurrency exchanges used in
conjunction with ransomware.

(2) ATTORNEY GENERAL.—The Attorney
General shall determine what information
should be preserved by cryptocurrency ex-
changes to facilitate law enforcement inves-
tigations.

(c) DESIGNATION OF STATE SPONSORS OF
RANSOMWARE AND REPORTING REQUIRE-
MENTS.—

(1) DESIGNATION OF STATE SPONSORS OF
RANSOMWARE.—

(A) IN GENERAL.—Not later than 180 days
after the date of the enactment of this Act,
and annually thereafter, the Secretary of
State, in consultation with the Director of
National Intelligence, shall—

(i) designate as a state sponsor of
ransomware any country the government of
which the Secretary has determined has pro-
vided support for ransomware demand
schemes (including by providing safe haven
for individuals engaged in such schemes);

(ii) submit to Congress a report listing the
countries designated under clause (i); and

(iii) in making designations under clause
(i), take into consideration the report sub-
mitted to Congress under subsection
(DB)(A).

(B) SANCTIONS AND PENALTIES.—The Presi-
dent shall impose with respect to each state
sponsor of ransomware designated under sub-
paragraph (A)(i) the sanctions and penalties
imposed with respect to a state sponsor of
terrorism.

(C) STATE SPONSOR OF TERRORISM DE-
FINED.—In this paragraph, the term ‘‘state
sponsor of terrorism’ means a country the
government of which the Secretary of State
has determined has repeatedly provided sup-
port for acts of international terrorism, for
purposes of—

(i) section 1754(c)(1)(A)(i) of the Export
Control Reform Act of 2018 (560 U.S.C.
4813(c)(1)(A)(1));

(ii) section 620A of the Foreign Assistance
Act of 1961 (22 U.S.C. 2371);

(iii) section 40(d) of the Arms Export Con-
trol Act (22 U.S.C. 2780(d)); or

(iv) any other provision of law.

(2) REPORTING REQUIREMENTS.—

(A) SANCTIONS RELATING TO RANSOMWARE
REPORT.—Not later than 180 days after the
date of the enactment of this Act, the Sec-
retary of the Treasury shall submit a report
to Congress that describes, for each of the 5
fiscal years immediately preceding the date
of such report, the number and geographic
locations of individuals, groups, and entities
subject to sanctions imposed by the Office of
Foreign Assets Control who were subse-
quently determined to have been involved in
a ransomware demand scheme.
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(B) COUNTRY OF ORIGIN REPORT.—The Sec-
retary of State, in consultation with the Di-
rector of National Intelligence and the Di-
rector of the Federal Bureau of Investiga-
tion, shall—

(i) submit a report, with a classified annex,
to the Committee on Foreign Relations of
the Senate, the Select Committee on Intel-
ligence of the Senate, the Committee on For-
eign Affairs of the House of Representatives,
and the Permanent Select Committee on In-
telligence of the House of Representatives
that identifies the country of origin of for-
eign-based ransomware attacks; and

(ii) make the report described in clause (i)
(excluding the classified annex) available to
the public.

(C) INVESTIGATIVE AUTHORITIES REPORT.—
Not later than 180 days after the date of the
enactment of this Act, the Comptroller Gen-
eral of the United States shall issue a report
that outlines the authorities available to the
Federal Bureau of Investigation, the United
States Secret Service, the Cybersecurity and
Infrastructure Security Agency, the Home-
land Security Investigations, and the Office
of Foreign Assets Control to respond to for-
eign-based ransomware attacks.

(d) DEEMING RANSOMWARE THREATS TO
CRITICAL INFRASTRUCTURE AS A NATIONAL IN-
TELLIGENCE PRIORITY.—

(1) CRITICAL INFRASTRUCTURE DEFINED.—In
this subsection, the term ‘‘critical infra-
structure’ has the meaning given such term
in subsection (e) of the Critical Infrastruc-
tures Protection Act of 2001 (42 U.S.C.
5195c(e)).

(2) RANSOMWARE THREATS TO CRITICAL IN-
FRASTRUCTURE AS NATIONAL INTELLIGENCE
PRIORITY.—The Director of National Intel-
ligence, pursuant to the provisions of the Na-
tional Security Act of 1947 (50 U.S.C. 3001 et
seq.), the Intelligence Reform and Terrorism
Prevention Act of 2004 (Public Law 108-458),
section 1.3(b)(17) of Executive Order 12333 (50
U.S.C. 3001 note; relating to United States
intelligence activities), as in effect on the
day before the date of the enactment of this
Act, and National Security Presidential Di-
rective-26 (February 24, 2003; relating to in-
telligence priorities), as in effect on the day
before the date of the enactment of this Act,
shall deem ransomware threats to critical
infrastructure a national intelligence pri-
ority component to the National Intelligence
Priorities Framework.

(3) REPORT.—

(A) IN GENERAL.—Not later than 180 days
after the date of the enactment of this Act,
the Director of National Intelligence shall,
in consultation with the Director of the Fed-
eral Bureau of Investigation, submit to the
Select Committee on Intelligence of the Sen-
ate and the Permanent Select Committee on
Intelligence of the House of Representatives
a report on the implications of the
ransomware threat to United States national
security.

(B) CONTENTS.—The report submitted
under subparagraph (A) shall address the fol-
lowing:

(i) Identification of individuals, groups,
and entities who pose the most significant
threat, including attribution to individual
ransomware attacks whenever possible.

(ii) Locations from where individuals,
groups, and entities conduct ransomware at-
tacks.

(iii) The infrastructure, tactics, and tech-
niques ransomware actors commonly use.

(iv) Any relationships between the individ-
uals, groups, and entities that conduct
ransomware attacks and their governments
or countries of origin that could impede the
ability to counter ransomware threats.

(v) Intelligence gaps that have, or cur-
rently are, impeding the ability to counter
ransomware threats.
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(C) ForM.—The report submitted under
subparagraph (A) shall be submitted in un-
classified form, but may include a classified
annex.

(e) RANSOMWARE OPERATION REPORTING CA-
PABILITIES.—

(1) IN GENERAL.—Title XXII of the Home-
land Security Act of 2002 (6 U.S.C. 651 et
seq.), as amended by subsection (a)(1) of this
section, is amended by adding at the end the
following:

“Subtitle D—Ransomware Operation
Reporting Capabilities
“SEC. 2241. DEFINITIONS.

“In this subtitle:

‘(1) DEFINITIONS FROM SECTION 2201.—The
definitions in section 2201 shall apply to this
subtitle, except as otherwise provided.

‘“(2) AGENCY.—The term ‘Agency’ means
the Cybersecurity and Infrastructure Secu-
rity Agency.

‘‘(3) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term ‘appropriate congressional
committees’ means—

‘‘(A) the Committee on Homeland Security
and Governmental Affairs of the Senate;

‘“(B) the Select Committee on Intelligence
of the Senate;

‘(C) the Committee on the Judiciary of the
Senate;

‘(D) the Committee on Homeland Security
of the House of Representatives;

‘“(BE) the Permanent Select Committee on
Intelligence of the House of Representatives;
and

“(F) the Committee on the Judiciary of the
House of Representatives.

‘“(4) COVERED ENTITY.—The term ‘covered
entity’ means—

‘“(A) a Federal contractor;

‘“(B) an owner or operator of critical infra-
structure;

‘“(C) a non-government entity that pro-
vides cybersecurity incident response serv-
ices; and

‘(D) any other entity determined appro-
priate by the Secretary, in coordination with
the head of any other appropriate depart-
ment or agency.

¢(6) CRITICAL FUNCTION.—The term ‘critical
function’ means any action or operation that
is necessary to maintain critical infrastruc-
ture.

‘(6) DIRECTOR.—The term ‘Director’ means
the Director of the Cybersecurity and Infra-
structure Security Agency.

‘(7Y FEDERAL AGENCY.—The term ‘Federal
agency’ has the meaning given the term
‘agency’ in section 3502 of title 44, United
States Code.

‘‘(8) FEDERAL CONTRACTOR.—The term ‘Fed-
eral contractor’'—

‘“(A) means a contractor or subcontractor
(at any tier) of the United States Govern-
ment; and

‘(B) does not include a contractor or sub-
contractor that is a party only to—

‘(i) a service contract to provide house-
keeping or custodial services; or

‘‘(ii) a contract to provide products or serv-
ices unrelated to information technology
that is below the micro-purchase threshold
(as defined in section 2.101 of title 48, Code of
Federal Regulations, or any successor there-
to).

“(9) INFORMATION TECHNOLOGY.—The term
‘information technology’ has the meaning
given the term in section 11101 of title 40,
United States Code.

£4(10) RANSOMWARE.—The term
‘ransomware’ means any type of malicious
software that—

““(A) prevents the legitimate owner or op-
erator of an information system or network
from accessing electronic data, files, sys-
tems, or networks; and

‘(B) demands the payment of a ransom for
the return of access to the electronic data,
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files, systems, or networks described in sub-
paragraph (A).

“(11) RANSOMWARE  NOTIFICATION.—The
term ‘ransomware notification’ means a no-
tification of a ransomware operation.

¢(12) RANSOMWARE OPERATION.—The term
‘ransomware operation’ means a specific in-
stance in which ransomware affects the in-
formation systems or networks owned or op-
erated by—

‘“(A) a covered entity; or

‘(B) a Federal agency.

‘“(13) SYSTEM.—The term ‘System’ means
the ransomware operation reporting capa-
bilities established under section 2242(b).
“SEC. 2242, ESTABLISHMENT OF RANSOMWARE

OPERATION REPORTING SYSTEM.

‘‘(a) DESIGNATION.—The Agency shall be
the designated agency within the Federal
Government to receive ransomware oper-
ation notifications from other Federal agen-
cies and covered entities in accordance with
this subtitle.

‘“‘(b) ESTABLISHMENT.—Not later than 180
days after the date of enactment of this sub-
title, the Director shall establish
ransomware operation reporting capabilities
to facilitate the submission of timely, se-
cure, and confidential ransomware notifica-
tions by Federal agencies and covered enti-
ties to the Agency.

‘“(c) SECURITY ASSESSMENT.—The Director
shall—

‘(1) assess the security of the System not
less frequently than once every 2 years; and

‘“(2) as soon as is practicable after con-
ducting an assessment under paragraph (1),
make any necessary corrective measures to
the System.

‘“(d) REQUIREMENTS.—The
have the ability—

‘(1) to accept classified submissions and
notifications; and

‘(2) to accept a ransomware notification
from any entity, regardless of whether the
entity is a covered entity.

‘‘(e) LIMITATIONS ON USE OF INFORMATION.—
Any ransomware notification submitted to
the System—

“(1) shall
under—

““(A) section 552 of title 5, United States
Code (commonly referred to as the ‘“‘Freedom
of Information Act’’), in accordance with
subsection (b)(3)(B) of such section 552; and

‘“(B) any State, Tribal, or local law requir-
ing the disclosure of information or records;
and

‘(2) may not be—

““(A) admitted as evidence in any civil or
criminal action brought against the victim
of the ransomware operation; or

‘(B) subject to a subpoena, unless the sub-
poena is issued by Congress for congressional
oversight purposes.

“(f) PRIVACY AND PROTECTION.—

‘(1) IN GENERAL.—Not later than the date
on which the Director establishes the Sys-
tem, Director shall adopt privacy and protec-
tion procedures for any information sub-
mitted to the System that, at the time of
the submission, is known to contain—

‘“(A) the personal information of a specific
individual; or

“(B) information that identifies a specific
individual that is not directly related to a
ransomware operation.

‘“(2) MODEL FOR PROTECTIONS.—The Direc-
tor shall base the privacy and protection
procedures adopted under paragraph (1) on
the privacy and protection procedures devel-
oped for information received and shared
pursuant to the Cybersecurity Information
Sharing Act of 2015 (6 U.S.C. 1501 et seq.).

‘() ANNUAL REPORTS.—

‘(1) DIRECTOR REPORTING REQUIREMENT.—
Not later than 1 year after the date on which
the System is established and once each year

System shall

be exempt from disclosure
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thereafter, the Director shall submit to the
appropriate congressional committees a re-
port on the System, which shall include,
with respect to the 1-year period preceding
the report—

‘“(A) the number of notifications received
through the System; and

‘“(B) the actions taken in connection with
the notifications described in subparagraph
(A).

¢“(2) SECRETARY REPORTING REQUIREMENT.—
Not later than 1 year after the date on which
the System is established, and once each
year thereafter, the Secretary shall submit
to the appropriate congressional committees
a report on the types of ransomware oper-
ation information and incidents in which
ransom is requested that are required to be
submitted as a ransomware notification, not-
ing any changes from the previous submis-
sion.

‘“(83) ForRM.—Any report required under this
subsection may be submitted in a classified
form, if necessary.

“SEC. 2243. REQUIRED NOTIFICATIONS.

“(a) IN GENERAL.—

‘(1) RANSOMWARE NOTIFICATION.—Not later
than 24 hours after the discovery of a
ransomware operation that compromises, is
reasonably likely to compromise, or other-
wise materially affects the performance of a
critical function by a Federal agency or cov-
ered entity, the Federal agency or covered
entity that discovered the ransomware oper-
ation shall submit a ransomware notifica-
tion to the System.

‘“(2) INCLUSION.—A Federal agency or cov-
ered entity shall submit a ransomware noti-
fication under paragraph (1) of a ransomware
operation discovered by the Federal agency
or covered entity even if the ransomware op-
eration does not occur on a system of the
Federal agency or covered entity.

‘“(b) REQUIRED UPDATES.—A Federal agency
or covered entity that submits a ransomware
notification under subsection (a) shall, upon
discovery of new information and not less
frequently than once every 5 days until the
date on which the ransomware operation is
mitigated and any follow-up investigation is
completed, submit updated ransomware
threat information to the System.

‘‘(c) PAYMENT DISCLOSURE.—Not later than
24 hours after a Federal agency or covered
entity issues a ransom payment relating to a
ransomware operation, the Federal agency
or covered entity shall submit to the System
details of the ransom payment, including—

‘(1) the method of payment;

‘“(2) the amount of the payment; and

‘(3) the recipient of the payment.

‘“(d) REQUIRED RULEMAKING.—Notwith-
standing any provision of this title that may
limit or restrict the promulgation of rules,
not later than 180 days after the date of en-
actment of this subtitle, the Secretary, act-
ing through the Director, in coordination
with the Director of National Intelligence
and the Attorney General, without regard to
the notice and comment rule making re-
quirements under section 553 of title 5,
United States Code, and accepting comments
after the effective date, shall promulgate in-
terim final rules that define—

‘(1) the conditions wunder which a
ransomware notification is required to be
submitted under subsection (a)(1);

‘“(2) the ransomware operation information
that shall be included in a ransomware noti-
fication required under this section; and

““(3) the information that shall be included
in a ransom payment disclosure required
under subsection (c).

““(e) REQUIRED COORDINATION WITH SECTOR
RISK MANAGEMENT AGENCIES.—The Sec-
retary, in coordination with the head of each
Sector Risk Management Agency, shall—
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‘(1) establish a set of reporting criteria for
Sector Risk Management Agencies to submit
ransomware notifications to the System; and

‘‘(2) take steps to harmonize the criteria
described in paragraph (1) with the regu-
latory reporting requirements in effect on
the date of enactment of this subtitle.

“(f) PROTECTION FROM LIABILITY.—Section
106 of the Cybersecurity Act of 2015 (6 U.S.C.
1505) shall apply to a Federal agency or cov-
ered entity required to submit a ransomware
notification to the System.

‘(g) ENFORCEMENT.—

‘(1) COVERED ENTITIES.—If a covered entity
violates the requirements of this subtitle,
the covered entity shall be subject to pen-
alties determined by the Administrator of
the General Services Administration, which
may include removal from the Federal Con-
tracting Schedules.

‘“(2) FEDERAL AGENCIES.—If a Federal agen-
cy violates the requirements of this subtitle,
the violation shall be referred to the inspec-
tor general for the agency, and shall be
treated as a matter of urgent concern.”’.

(2) TABLE OF CONTENTS.—The table of con-
tents in section 1(b) of the Homeland Secu-
rity Act of 2002 (Public Law 107-296; 116 Stat.
2135), as amended by subsection (a)(2) of this
section, is further amended by adding at the
end the following:

“Subtitle D—Ransomware Operation
Reporting Capabilities
‘“Sec. 2241. Definitions.
‘“Sec. 2242. Establishment of ransomware op-
eration reporting system.
““Sec. 2243. Required notifications.”.

(3) TECHNICAL AND CONFORMING AMEND-
MENTS.—Section 2202(c) of the Homeland Se-
curity Act of 2002 (6 U.S.C. 652(c)) is amend-
ed—

(A) by redesignating the second and third
paragraphs (12) as paragraphs (14) and (15),
respectively; and

(B) by inserting before paragraph (14), as so
redesignated, the following:

‘“(13) carry out the responsibilities de-
scribed in subtitle D relating to the
ransomware operation reporting system;”’.

(f) DUTIES OF THE CYBERSECURITY AND IN-
FRASTRUCTURE SECURITY AGENCY.—

(1) IN GENERAL.—Subtitle A of title XXII of
the Homeland Security Act of 2002 (6 U.S.C.
651 et seq.) is amended—

(A) by redesignating section 2217 (6 U.S.C.
665f) as section 2220;

(B) by redesignating section 2216 (6 U.S.C.
665e) as section 2219;

(C) by redesignating the fourth section 2215
(relating to Sector Risk Management Agen-
cies) (6 U.S.C. 665d) as section 2218;

(D) by redesignating the third section 2215
(relating to the Cybersecurity State Coordi-
nator) (6 U.S.C. 665¢) as section 2217;

(E) by redesignating the second section
2215 (relating to the Joint Cyber Planning
Office) (6 U.S.C. 665b) as section 2216; and

(F) by adding after section 2220, as so re-
designated, the following:

“SEC. 2220A. INFORMATION SYSTEM AND
WORK SECURITY FUND.

‘‘(a) DEFINITIONS.—In this section:

‘(1) COVERED ENTITY.—The term ‘covered
entity’ has the meaning given the term in
section 2241.

‘“(2) ELIGIBLE ENTITY.—The term ‘eligible
entity’—

‘“(A) means a covered entity; and

‘(B) does not include an owner or operator
of critical infrastructure that is not in com-
pliance with the cybersecurity standards de-
veloped under section 2232(a).

““(3) FuND.—The term ‘Fund’ means the In-
formation System and Network Security
Fund established under subsection (b)(1).

“(b) INFORMATION SYSTEM AND NETWORK
SECURITY FUND.—

NET-
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‘(1) ESTABLISHMENT.—There is established
in the Treasury of the United States a trust
fund to be known as the ‘Information Sys-
tem and Network Security Fund’.

*‘(2) CONTENTS OF FUND.—

‘“(A) IN GENERAL.—The Fund shall consist
of such amounts as may be appropriated for
deposit in the Fund.

“(B) AVAILABILITY.—

‘(i) IN GENERAL.—Amounts deposited in
the Fund shall remain available through the
end of the tenth fiscal year beginning after
the date on which funds are first appro-
priated to the Fund.

“(ii) REMAINDER TO TREASURY.—Any unob-
ligated balances in the Fund after the date
described in clause (i) are rescinded and shall
be transferred to the general fund of the
Treasury.

*“(3) USE OF FUND.—

‘““(A) IN GENERAL.—Amounts deposited in
the Fund shall be available to the Director
to distribute to eligible entities pursuant to
this subsection, in such amounts as the Di-
rector determines appropriate, subject to
subparagraph (B).

‘(B) DISTRIBUTION.—The amounts distrib-
uted to eligible entities under this paragraph
shall be made for a specific network security
purpose, including to enable network recov-
ery from an event affecting the network cy-
bersecurity of the eligible entity.

‘“(4) ADMINISTRATION OF FUND.—The Direc-
tor, in consultation with the Secretary and
in coordination with the head of each Sector
Risk Management Agency, shall—

“‘(A) establish criteria for distribution of
amounts under paragraph (3); and

‘(B) administer the Fund to support net-
work security for eligible entities.

‘“(6) REPORT REQUIRED.—For each fiscal
year for which amounts in the Fund are
available under this subsection, the Director
shall submit to Congress a report that—

‘“(A) describes how, and to which eligible
entities, amounts from the Fund have been
distributed;

‘(B) details the criteria established under
paragraph (4)(A); and

‘(C) includes any additional information
that the Director determines appropriate, in-
cluding projected requested appropriations
for the next fiscal year.

‘(c) AUTHORIZATION OF APPROPRIATIONS.—
There are authorized to be appropriated for
deposit in the Fund $1,500,000,000, which shall
remain available until the last day of the
tenth fiscal year beginning after the fiscal
year during which funds are first appro-
priated for deposit in the Fund.

“SEC. 2220B. PUBLIC AWARENESS OF CYBERSE-
CURITY OFFERINGS.

‘‘(a) IN GENERAL.—Not later than 180 days
after the date of enactment of this section,
the Director shall establish a public aware-
ness campaign relating to the cybersecurity
services of the Federal Government.

“(b) AUTHORIZATION OF APPROPRIATIONS.—
There are authorized to be appropriated to
the Director $10,000,000 for each of fiscal
years 2022 through 2031 to carry out sub-
section (a).

“SEC. 2220C. DARK WEB ANALYSIS.

‘‘(a) DEFINITION OF DARK WEB.—In this sec-
tion, the term ‘dark web’ means a part of the
internet that—

‘(1) cannot be accessed through standard
web browsers; and

‘(2) requires specific software, configura-
tions, or authorizations for access.

““(b) AUTHORITY TO ANALYZE.—The Director
may monitor the internet, including the
dark web, for evidence of a compromise to
critical infrastructure.

“‘(c) MONITORING CAPABILITIES.—The Direc-
tor shall develop, institute, and oversee ca-
pabilities to carry out the authority of the
Director under subsection (b).
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‘“(d) NOTIFICATION.—If the Director finds
credible evidence of a compromise to critical
infrastructure under subsection (c), as soon
as is practicable after the finding, the Direc-
tor shall notify the owner or operator of the
compromised critical infrastructure in a
manner that protects the sources and meth-
ods that led to the finding of the com-
promise.”.

(2) TECHNICAL AND CONFORMING AMEND-
MENTS.—Section 2202(c) of the Homeland Se-
curity Act of 2002 (6 U.S.C. 652(c)) is amend-
ed—

(A) in the first paragraph (12), by striking
‘“‘section 22157 and inserting ‘‘section 2217’;
and

(B) by redesignating the second and third
paragraphs (12) as paragraphs (13) and (14),
respectively.

(3) TABLE OF CONTENTS.—The table of con-
tents in section 1(b) of the Homeland Secu-
rity Act of 2002 (Public Law 107-296; 116 Stat.
2135) is amended by striking the item relat-
ing to section 2214 and all that follows
through the item relating to section 2217 and
inserting the following:

‘“Sec. 2214. National Asset Database.

‘“Sec. 2215. Duties and authorities relating
to .gov internet domain.

‘““‘Sec. 2216. Joint Cyber Planning Office.

‘“‘Sec. 2217. Cybersecurity State Coordinator.

‘“Sec. 2218. Sector Risk Management Agen-
cies.

““Sec. 2219. Cybersecurity Advisory Com-
mittee.

““Sec. 2220. Cybersecurity education and
training programs.

““Sec. 2220A. Information System and Net-
work Security Fund.

‘‘Sec. 2220B. Public awareness of cybersecu-
rity offerings.

‘“‘Sec. 2220C. Dark web analysis.”’.

(4) ADDITIONAL TECHNICAL AMENDMENT.—

(A) AMENDMENT.—Section 904(b)(1) of the
DOTGOV Act of 2020 (title IX of division U of
Public Law 116-260) is amended, in the mat-
ter preceding subparagraph (A), by striking
‘“Homeland Security Act’” and inserting
‘‘Homeland Security Act of 2002°.

(B) EFFECTIVE DATE.—The amendment
made by subparagraph (A) shall take effect
as if enacted as part of the DOTGOV Act of
2020 (title IX of division U of Public Law 116—
260).

SA 4369. Mr. PORTMAN (for himself,
Mr. PETERS, Ms. SINEMA, and Mr. KING)
submitted an amendment intended to
be proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be
proposed to the bill H.R. 4350, to au-
thorize appropriations for fiscal year
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of
the Department of Energy, to prescribe
military personnel strengths for such
fiscal year, and for other purposes;
which was ordered to lie on the table;
as follows:

At the appropriate place in title XVI, in-
sert the following:

SEC. 16 . AUTHORITY FOR NATIONAL CYBER

DIRECTOR TO ACCEPT DETAILS ON
NONREMIBURSABLE BASIS.

Section 1752(e) of the William M. (Mac)
Thornberry National Defense Authorization
Act for Fiscal Year 2021 (Public Law 116-283)
is amended—

(1) by redesignating paragraphs (1) through
(8) as subparagraphs (A) through (H), respec-
tively, and indenting such subparagraphs
two ems to the right;

(2) in the matter before subparagraph (A),
as redesignated by paragraph (1), by striking
““The Director may’’ and inserting the fol-
lowing:
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‘(1) IN GENERAL.—The Director may’’;

(3) in paragraph (1)—

(A) as redesignated by paragraph (2), by re-
designating subparagraphs (C) through (H) as
subparagraphs (D) through (I), respectively;
and

(B) by inserting after subparagraph (B) the
following new subparagraph (C):

‘“(C) accept officers or employees of the
United States or member of the Armed
Forces on a detail from an element of the in-
telligence community (as defined in section 3
of the National Security Act of 1947 (50
U.S.C. 3003)) or from another element of the
Federal Government on a nonreimbursable
basis, as jointly agreed to by the heads of the
receiving and detailing elements, for a pe-
riod not to exceed three years;”’; and

(4) by adding at the end the following new
paragraph:

‘(2) RULES OF CONSTRUCTION REGARDING DE-
TAILS.—Paragraph (1)(C) shall not be con-
strued to impose any limitation on any other
authority for reimbursable or nonreimburs-
able details. A nonreimbursable detail made
under such paragraph shall not be considered
an augmentation of the appropriations of the
receiving element of the Office of the Na-
tional Cyber Director.”.

SA 4370. Mr. GRASSLEY submitted
an amendment intended to be proposed
to amendment SA 3867 submitted by
Mr. REED and intended to be proposed
to the bill H.R. 4350, to authorize ap-
propriations for fiscal year 2022 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the appropriate place, insert the fol-
lowing:

SEC. . MODERNIZATION OF NATIONAL SE-

CURITY CRIMES.

(a) PENALTY FOR EXTRATERRITORIAL KILL-
ING OF A UNITED STATES NATIONAL FOR TER-
RORIST PURPOSES.—Section 2332(a) of title 18,
United States Code, is amended—

(1) in paragraph (1), by inserting ‘‘in the
first degree’’ after ‘“‘murder’’;

(2) by redesignating paragraphs (2) and (3)
as paragraphs (3) and (4), respectively;

(3) by inserting after paragraph (1) the fol-
lowing:

“(2) if the killing is murder in the second
degree (as defined in section 1111(a)), be fined
under this title, punished by imprisonment
for any term of years or for life, or both;’’;

(4) in paragraph (3), as so redesignated, by
striking ‘‘ten years’” and inserting ‘15
years’; and

(5) in paragraph (4), as so redesignated, by
striking ‘‘three years” and inserting ‘8
years’’.

(b) CLARIFYING UNITED STATES JURISDIC-
TION IN CONSPIRACY CASES.—Section 956 of
title 18, United States Code, is amended—

(1) in subsection (a)(1), by striking ‘‘, with-
in the jurisdiction of the United States,”;
and

(2) in subsection (b), by striking ‘¢,
the jurisdiction of the United States,”.

(¢) EXPANDING OFFENSE OF HOSTAGE TAKING
AGAINST UNITED STATES NATIONALS
ABROAD.—Section 1203 of title 18, United
States Code, is amended—

(1) in subsection (a), by inserting after ‘‘re-
lease of the person detained,” the following:
“or in order to coerce, intimidate, or retali-
ate against a governmental organization or a
civilian population,’; and

(2) in subsection (b)—

within
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